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Abstract27KLV VWXG\ LV DERXW DQ DOJRULWKPLF
GHSHQGHQFH RI

$UWLILFLDO1HXUDO1HWZRUNRQOXOWLOD\HU3HUFHS
WURQ03/SHUWDLQLQJ WR WKHFODVVLILFDWLRQDQG
FOXVWHULQJ SUHVHQWDWLRQVIRU oRELOH$GKRF
1HWZRUNYXOQHUDELOLWLHVORUHRYHUPRELOHDGKRF
QHWZRUNoOS$1(7
LVXELTXLWRXVLQWHOOLJHQWLQWHUQHWZRUNLQJGH
YLFHVLQZKLFKLWKDVWKH
DELOLW\WRGHWHFW
WKHLUHQYLURQPHQWXVLQJDQDXWRQRPRXV
V\VWHPRI
PRELOHQRGHVWKDWDUHFRQQHFWHGYLDZLUHOHVVOL
QNV6HFXULW\DIIDLUVDUH
WKHPRVWLPSRUWDQWVXEMHFWLQo0$1(7GXHWRWKHH
DV\SHQHWUDWLYH
VFHQDULRVRFFXUUHGLQVXFKDQDXWRFRQILJXUDWLR
QQHWZRUN2QHRIWKH SRZHUIXO WHFKQLTXHV XVHG
IRU LQVSHFWLQJ WKH QHWZRUN SDFNHWV LV
,QWUXVLRQ'HWHFWLRQ6\VWHP,' 6 LQWKLVDUWLFOHZH
DUHJRLQJWRVKRZ WKH HITHFWLYHQHVV RI
DUWLILFLDO QHXUDO QHWZRUNV XVHG DV D PDFKLQH
OHDUQLQJDORQJZLWKVWRFKDVWLFDSSURDFKLQIRUPD
WLRQJDLQWRFODVVLI\
WKHPDOLFLRXVEHKDYLRUVLQVLPXODWHGQHWZRUNZL

WKUHVSHFWWRGLIIHUHQW  ,6 WHFKQLTXHV  7KH
PRQLWRULQJ DJHQW LV  UHVSRQVLEOH IRU
GHWHFWLRQ

LQIHUHQFHHQJLQHWKHDXGLWGDWDLVFROOHFWHGIU
RPFROOHFWLQJDJHQWE\ VLPXODWLQJ WKH QRGH
DWWDFN DQG FRQWUDVWHG RXWSXWV ZLWK QRUPDO
EHKDYLRUVRIWKHIUDPHZRUNZKHQHYHU,QWKHHYHQ
WWKDWWKHUHLVDQ\
GHYLDWLRQIURPWKHRUGLQDU\EHKDYLRUVWKHQWKH
PRQLWRULQJDJHQWLV FRQVLGHUHG WKLVHYHQW DV
DQDWWDFN LQ WKLV DUWLFOH ZH DUH JRLQJ WR
GHPRQVWUDWH WKH VLJQDWXUHEDVHG ,'6 DSSURDFK
LQ D 0$1(7 E\ LPSOHPHQWLQJWKHEDFN
SURSDJDWLRQDOJRULWKPRYHUHQVHPEOHEDVHG

7UDIILF 7DEOH77 WKXV WKH VLIQDWXUH RI PDOLFLRXV
EHKDYLRUV RU

XQGHVLUDEOH DFWLYLWLHV DUH RIWHQ
VLJQLILFDQWO\ SURJQRVWLFDWHG DQG
HIILFLHQWO\ILJXUHGRXWE\LQFUHDVLQJWKHSDUDPH
WULFVHWXSRI%DFN SURSDJDWLRQ DOJRULWKP GXULQJ
WKH H[SHULPHQWDO UHVXOWV ZKLFK
HPSLULFDOO\VKRZQLWVHITHFWLYHQHVVIRUWKHUDWL
RRIGHWHFWLRQLQGH[XS
WRSHUFHQWDJH&RQVHTXHQWO\LWLVSURYHGLQHPSL
ULFDOUHVXOWVLQ
WKLVDUWLFOHWKHSHUIRUPDQFHPDWULFHVDUHDOVR
EHLQJLQFOXGHGLQWKLV
DUWLFOHZLWK;JUDSKVFUHHQVKRZE\GLIIHUHQWWKUR
XJKSXWVOLNH3DFNHW
'HOLYHU\5DWLR3'57KURXJK3XW73DQG$YHUDJH'HOD\ $'

VA\VWHP EDFN SURSDJDWLRQ DOJRULWKP QHXUDO

QHWZRUNV WUDIILF WDEOH PXOWLOD\HU
SHUFHSWURQ IHHGIRUZDUG EDFNSURSDJDWLRQ
QHWZRUN VLPXODWRU

,,1752'8&7,21

$

0$1(7LVDVHOIFRQILJXULQJQHWZRUNWKDWLVIRU
PHG
DXWRPDWLFDOO\OLNHZLVHWKHPRELOHQRGHV
DUHIUHHWRPRYH

oDDG .DPDO  $0$QQL LV ZLWK 1, /REDFKHYVN\
,QVWLWXWH 2) &RPSXWHU
0DWKHPDWLFVDQG,QIRUPDWLRQDO7HFKQRORJLHV.D]DQg
ROJD5HJLRQ)HGHUDO

S8QLYHUVLW\ .UHPO\RYVND\D VW .D]JDQ 5XVVLDHPDLO
PDDGN

DQQL#OLYHFRP

LQWRWKUHHDSSURDFKHVILUVWWKHVLIQDWXU
HEDVHG, 6XVHVSUH
NQRZQDWWDFNVFHQDULRVRUVLJQDWXUHVDQGF
RPSDUHWKHPZLWK
LQFRPLQJSDFNHWVWUDIILFVHFRQGO\WKHDQRPD
O\EDVHG,'6
DWWHPSWVWRGHWHFWDFWLYLWLHVWKDWGLII
HUIURPWKHQRUPDOH[SHFWHG
V\VWHPEHKDYLRUXOWLPDWHO\

7KH6SHFLILFDWLRQEDVHG, 6LVPLQJOHGEHWZ
HHQERWKWKH
PLVXVHGDQGWKHDQRPDORXVGHWHFWLRQDSSU
RDFKHVODFKLQH
OHDUQLQJLVDFRPSXWHUVRIWZDUHUHO\LQJRQ,'
6DSSURDFKHVWR
PHFKDQL]HWKHVFHQDULRVRIQHWZRUNDWWDFN
VDQGEXLOGLQJD
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GLJLWDOLJHGVRIWZDUHWRGHWHFWDQGZDUQW
KHDGPLQLVWUDWRUDERXW
LWVULVNVLQVSLWHRI%3KDVXWLOLJHGIRUDFRQ
VLGHUDEOHOHQJWKRI
WLPHDQGDFDSDEOHPDFKLQHOHDUQLQJFDOFXO
DWLRQ)HHG)RUZDUG
%DFN3URSDJDWLRQ))%3)UDPHZRUNVDUHVWLOO
WKHPRVW QRUPDOO\ SRZHUIXO $11 WRSRORJ\ WR
DFKLHYH WKH
PDWKHPDWLFDOO\VRSKLVWLFDWHGUHODWLRQ
VKLSV))%3$11VDUH
FRQQHFWHGLQDEURDGVFRSHRIDSSOLFDWLRQVL

QFOXGLQJVSHHFK  UHFRJQLWLRQ  UHPRWH
VHQVLQJ DQG LPDJH  FODVVLILFDWLRQ
KDQGZULWWHQ FKDUDFWHUGLJLWV
UHFRJQLWLRQ GDWD PLQLQJ
LQIRUPDWLRQUHWULHYDOWUDYHOLQJVDOHVPD
Q9/& SODFHPHQWDQG
URXWLQJDQGODVWQRWWKHOHDVWWKH,'60XOW
LOD\HUHG$11
SHUIRUPDQFHGHSHQGVPDLQO\XSRQWKH1HWZRU
N7RSRORJ\

ZKHQWKH0/3WHFKQLTXHLVSDUDPHWHUL]JHGZL
WKGLITHUHQWYDOXHV
ZKLFK\LHOGVWRREWDLQWKHGLITHUHQWLQIRUP
DWLRQDERXWWKH
SHUIRUPDQFHRI$11WKURXJKSXWVDQGDV\PSWRW
LF7KHUHDUH
PDQ\DOJRULWKPVIRU$110HDUQLQJDOJRULWKPV
XFKDV$GDOLQH +HEELDQ 3HUFHSWURQ
/HDUQLQJ UXOH %DFN SURSDJDWLRQ
$UWLILFLDO%HH&RORQ\

»5(/$7(':25.6
$YDVWPDMRULW\UHVHDUFKHVIRUDo0$1(7DUHQD
PHO\HLWKHU
GLVWULEXWHGDSSURDFKLHORFDOQRGHEDVHG,'
6RUV\QHUJLVWLF

DSSURDFKLHFOXVWHUHGQRGHEDVHG, 6KHUHDE
RXWZHZLOO
KDYHDVKRUWJODQFHDERXWWKHPRVWKLJKOLJK
WHGUHVHDUFKZRUNV
'HWHFWLRQ6\VWHPWKURXJKDVFUXSXORXVVWX
G\RIGLYHUVH
YXOQHUDELOLWLHVLQo0$1(7WKH\LPEHGGHGWKH
,'6DVWKH
VHFXULW\DUFKLWHFWXUHIRUDGKRFZLUHOHVV
QHWZRUNVZKLFKGHWHFWV
QRGHVPLVEHKDYLRUDQRPDOLHVLQSDFNHWIRUZ
DUGLQJVXFKDV LQWHUPHGLDWH QRGHV

GURSSLQJ RU GHOD\LQJ SDFNHWV
HDYHVGURSSLQJDQGPDVTXHUDGLQJDUHDOVRDS
SOLFDEOHWKXV
LPSOHPHQWDWLRQZLWKPXOWLOD\HUVHFXULW\
SURWHFWLRQV
HITHFWLYHO\FRQVXPPDWHGWKHFRQQLYLQJSHU
LORXVHOHPHQWLQWR
WKHFRXQWRIWKHSDWKUHOLDELOLW\ZKLFKFRQ
VLGHUVWKHGLVWDQFH
DQGWKHSRSXODULW\FRQFHUQLQJQRGHVVREHD
EOHH[DPLQLQJERWK
WKHVRXUFHSURILOHDQGWKHUHWUDQVPLWWH
GRQH$OVRWKHLUV
SURORQJHGVWUXFWXUHHIILFLHQWO\GHWHFWV
PDOLFLRXVDQGFRQQLYLQJ
QRGHVZLWKLQWKHRUGHUDIWHULVRODWLQJWK
HPRUVKLHOGWKH QHWZRUN 7KH VLPXODWLRQV
ODXQFKHG ZLWKLQ D  YDULHW\ RI
0$1(7VFRQWDLQLQJVXFKDTXLWHSURSRUWLRQVF
RQFHUQLQJ
PDOLFLRXVDVZHOODVFRQQLYLQJQRGHVLWVKRZ
VDVWKHLUSURSRVHG VROXWLRQ LQ ZKLFK
RITHUV D FRQVLGHUDEOH WKURXJKSXW JDLQ
FRPSDUHGWRFXUUHQWVROXWLRQV
LQVWDQFHEDVHGRQWKHUHVXOWVIURPWKHWZR

DQDO\JHUV
SUHVHQWHG D  JHQHUDO  LQWUXVLRQ
GHWHFWLRQ DJHQW PRGHO DQG

SURSRVHDODUNRY&KDLQEDVHGDQRPDO\GHWHF
WLRQDOJRULWKP
7KH\KDYHIRFXVHGRQWKHSURWHFWLRQRI0$1(7U
RXWLQJ
SURWRFROVDQGSUHVHQWWKHGHWDLOVUHJDUG
LQJIHDWXUHVHOHFWLRQ
GDWDFROOHFWLRQGDWDSUHSURFHVVODUNRY&K
DLQFRQVWUXFWLRQ
FODVVLILHUFRQVWUXFWLRQDQGSDUDPHWHUWX
QLQJ

FKDUDFWHULVWLFVRIDWWDFNV

13> 0<67(0$5&+,7(&785(

, 6PRQLWRUVSDFNHWGDWDVWUHDPLQJLQWKH
QHWZRUNVLQRUGHU WR  GLVFRYHU  DQ\
DEQRUPDO EHKDYLRUV KHUHDIWHU LW LV LWV
UHVSRQVLELOLW\WRLPPHGLDWHO\DOHUWVWK
HQHWZRUNDGPLQLVWUDWRU
IRUDVXFKGHWHFWLQJDODUPV7KHFODVVLPEDOD
QFHSUREOHPLVRQH RI WKH PRVW LPSRUWDQW
IDFWRU WKDW VRPHWLPHV OHG WR WKH
GHWHULRUDWLRQRIRYHUDOOSHUIRUPDQFHKHQ
FHWKHUHGXFWLRQLQ
WHUPVRIGDWDVHWVL]DEOHLVQHHGHGE\UHGXQ
GDQWRIVRPHRIWKH
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IHDWXUHVWKDWFRQWULEXWHOLWWOHWRWKH
GHWHFWLRQSURFHVV7RKDQGOH
WKHUHGXFWLRQLQWKHVL]HRIGDWDVHWZHXVH
DQRYHUVDPSOLQJ
WHFKQLTXHWKDWLVVHPDQWLFDOO\VLPLODUW
R>@WKHEDVLFLGHDLVWR
DPSOLI\WKHGHQVLW\RIDWWDFNLQVWDQFHVE\J
HQHUDWLQJV\QWKHWLF
DWWDFNLQVWDQFHVUDWKHUWKDQVLPSO\UHSO
LFDWLQJUHDODWWDFN

7KHSURSRVHG, 6DSSOLHGLQ0$1(7LVGLVWULEXW
HGLQQDWXUH
VRLWFRQVLVWHGRIDFROOHFWLQJDJHQWDQGDP
RELOHDJHQWHTXLSSHG
ZLWKDQ,'66\VWHPDUFKLWHFWXUHRISURSRVHG,'6
FRPSULVHV
IRXUFRPSRQHQWVDVVKRZQLQ)LJ

""""""""" > * Traffic Table (TT) &
collecting
Agent | Data Collection I
______ v v
‘}I Data Processing I
\ A b4
Monitoring Test Training,
Agent Data Data

I Feature Selection J

VI ANN Detection Engine I

)JLJ$SURSRVHG6\VWHPIRU'LVWULEXWHGORELOH,'6$JH
QW

A.Data Collection

7KHFROOHFWLQJDJHQWLVUHVSRQVLEOHIRUG
DWDFROOHFWLRQ
WKHUHIRUHWKHSURSRVHGV\VWHPLVKLJKO\GHS
HQGHQWDERXW
SUHGRPLQDWLQJQRUPDOLQVWDQFHVRYHUDWW
DFNLQVWDQFHVZKLOH
ERWKLQVWDQFHVDUHFUHDWHGGXULQJWKHVLP
XODWLRQWLPHOLNHZLVH
WKLVGDWDVHWZDVGHULYHGIURPUHDOOLIHVSD
FHQHWZRUNZLWK
VLPXODWLQJWKHQRUPDOVFHQDULRQRUPDOSDF
NHWIROORZDVZHOO
DVWKHDWWDFNVFHQDULREODFNKROHDQGIORR
GLQJDWWDFNV

B.Data Processing
$XGLWGDWDLVWUDQVIRUPHGLQWRDQDSSURS
ULDWHIRUPDWZKLFK EH XWWHU
XQGHUVWDQGDEOH LQ WKH FRPSXWHUL]DWLRQ

SURFHVV
8OWLPDWHO\SURFHVVHGGDWXPIDOOLQWRWKU

HHSDUWVWUDLQLQJVHW
WHVWLQJVHWYDOLGDWHGVHWWUDLQLQJGDWD
VHWLVFUHDWHGWRWUDLQWKH
PDFKLQHOHDUQLQJFODVVLILHU7UDLQLQJGDWD
FRQVLVWVRIODEHOLQJ
RIHYHQWVZKHWKHULWLVDQRUPDOHYHQWRUDQ
DWWDFN7HVWDQG
YDOLGDWHGGDWDLVFROOHFWHGXQGHUDVLPXO
DWHGDWWDFNHQYLURQPHQW
DQGLWLVYHULILHGWRSLQSRLQWDQHYHQWZKH
WKHULWLVDQDWWDFNRU QRUPDO ZLWK UHDO
OLIH FLUFXPVWDQFHV ZKLOH WKH RYHUDOO
DUFKLWHFWXUHIRUWUDLQLQJYDOLGDWLRQDQG
WHVWLQJGDWDVHWKDYH
WKHVDPHQHWZRUNWRSRORJ\DQG$UFKLWHFWX
UH,QSXW+LGGHQ
8QLWV2XWSXWV1XPEHUVRIKLGGHQOD\HUVW\SH
RIDFWLYDWLRQ
IXQFWLRQXVHGDVVKRZQLQ7DEOH,

7$%/(,
7+(%$&.3523$*$7,21$5&+,7(&785(
'DWD6HW SUFKLWHFWXUH

:HLIKWV7UDLQLQJ9DOLGDWLRQ
7THVWLQJ

)JORRGLQI$SWWDEN
%ORFNKROH$WWDFN
C.Feature Selection
7KLVWHFKQLTXHILUVWFDOFXODWHVWKHLQIRU
PDWLRQJDLQIG)RI
HDFKIHDWXUHDQGWKHQRXWSXWVWKHUDQNRI
HDFKIHDWXUHEDVHGRQ
LQIRUPDWLRQJDLQYDOXHV7KHKLJKHUWKHLQIR
UPDWLRQJDLQWKH
PRUHLPSRUWDQWWKHIHDWXUHLVZLWKUHVSHF
WWRWKHFODVVWDUJHW
YDULDEOH7KHLQIRUPDWLRQJDLQIG
FDOFXODWHGE\RI
ITHDWXUH)MJLYHQFODVVYDULDEOH<LVFDOFXOD
WHGE\WKHIRUPXOD
HQWURS\ZKHUHDQGDUHWKHHQWURS\RI<EHIRU
HDQGDIWHU

(F)

5@7-::[!675"1"00'8 AMof 6)0 a0
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D.Artificial Back Propagation

$Q $UWLILFLDO 1HXUDO 1HWZRUN$11 LV DQ
LQIRUPDWLRQ
SURFHVVLQJSDUDGLJPWKDWLVLQVSLUHGE\ELRO
RJLFDOQHUYRXV
VA\VWHP$11FDQIDOOLQWRWRRPDQ\FDWHJRULHV
WKDWGHSHQGRQ
GLITHUHQWFULWHULDOLNHQXPEHURIOD\HUVIX
OO\RUSDUWLDOO\
FRQQHFWHGQHWZRUNIRUZDUGRUEDFNZDUGOH
DUQLQJSURFHVV
HWFZKHQWKHQHWZRUNLVXVHGWRLGHQWLI\WK
HLQSXWSDWWHUQDQG
DVVRFLDWLQJZLWKWKHRXWSXWSDWWHUQWKL
VSURFHVVLVZLGHO\XVHG
IRUFODVVLILFDWLRQDQGFOXVWHULQJo/3LVDQP
DFKLQHOHDUQLQJ
DSSURDFKWKDWKDVEHHQXVHGIRUFODVVLILFDW
LRQWKHORELOHDG
KRFWKUHDWVXVHGIRU7UXH3RVLWLYHUDWHDQ
GXVHGIRUWUXH
1HJIDWLYH5DWHDQGOLNHZLVHLWZLOOEHDEOH
WROHDUQZLWKD
VXSHUYLVHGOHDUQLQJDOJRULWKPLH%DFNSURS
DJDWLRQLVD
FXUUHQWO\VLJQLILFDQWUHVHDUFKDUHDLQWK
HIROORZLQJVSHFLILF
SDUDGLJPKDQGZULWLQJZRUGUHFRJQLWLRQELR
PHGLFDOV\VWHP
1HWZRUN6HFXULW\DQGHWF>@%DFNSURSDJDWL
RQDOJRULWKPLVD
VHWRILQSXWVDQGRXWSXWVDORQJZLWKSDUWLD
OO\RUIXOO\FRQQHFWHG
QHXURQVLQZKLFKFHUWDLQO\FRQWDLQHGKLGG
HQOD\HUVIRULWV
WRSRORJ\DVVKRZQLQ)LJWKHJRDORIEDFNSURSDJ
DWLRQ
VHDUFKHVIRUZHLJKWYDOXHVWKDWPLQLPL]HW
KHWRWDOHUURURIWKH
QHWZRUNRYHUWKHVHWRIWUDLQLQJSDWWHUQ
V,WLVFRPSULVHGRIWZR
VWDJHV

<:: Backpropagation of Errors

Hidden Neurons

Input Neurons

Output Neurons

Feedforward of Information [:>

)LI%DFN3URSDJDWLRQIHXUDO1HWZRUN
> )RUZDUG3DVV7KHWRWDOQHWLQSXWWRHDFKKL
GGHQOD\HU QHXURQ ILJXUHG E\ FDVFDGH WKH
DIJUHIDWH QHW
LQIRUPDWLRQXWLOL]LQIDQHQDFWPHQWZRUNK
HUHZHXWLOLJH
WKHFDOFXODWHGFDSDFLW\WKHQUHKDVKWKHS
URFHGXUHZLWKWKH RXWSXWOD\HUQHXURQV
e 000 03 B SIS A D tecd oo T

:HWKHQVTXDVKLWXVLQJWKHORJLVWLFIXQFW
LRQVKRZQLQWR JHWWKHRXWSXWRIh;
Q

EuPlp 6)20 e L00000

&DUU\LQJRXWWKHVDPHSURFHVVIRUDOOKLGG
HQOD\HUQHXURQV
FDOFXODWHGE\DQGZHUHSHDWWKLVSURFHVVIR
UWKHRXWSXW
OD\HUQHXURQVXVLQJWKHRXWSXWIURPWKHKLG
GHQOD\HUQHXURQV
DVLQSXWV

. "
sice oo 6)0M3 BéunnB S Bo oy Bug O oo T

Q
6)>0

SBog 0000

$QGFDUU\LQJRXWWKHVDPHSURFHVVIRUDOOR
XWSXWQHXURQV X
6WRSSLQJ&ULWHULRQ2QHRIWKHVHVWRSSLQJ
FULWHULRQLVWKH
ILWQHVVYDOXH6LQFHWKH%$DOJRULWKPLVFKRV
HQWREHD
VXSHUYLVHGOHDUQLQJDOJRULWKPWKHQWKHU
HDUHREVHUYHG
YDOXHVRIRXWDQGGHVLUHGRXWSXWYDOXHVRI
WDUJHWWKH
FORVHUWKHYDOXHRIERWKWDUJHWDQGRXWYDO
XHVWKHEHWWHUWKH
ILWQHVVIXQFWLRQRWKHUZLVHWKHDOJRULWKP
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FDUU\RQWKH
XSGDWLQJZHLJKWXQWLOQRFKDQJHVLVEHHQRFF
XUUHGRUWKH
QXPEHURILWHUDWLRQVLVRYHUPHDQVTXDUHHU
URULVRQHRI
WKHVHVWRSSLQJFULWHULDGHQRWHGE\06(LVFD
OFXODWHGE)
LWWHOOVXVKRZFORVHUHJUHVVLRQOLQHLVWR
DVHWRISRLQWV

£ 615 50600 6)2D 0 ¢ M, CuPlculE) s Rs R

7KHWRWDOHUURUDVFDOFXODWHGE\IRUWKHQ
HXUDOQHWZRUNLV WKHVXPRIWKHVHHUURUV

e50s0060)00 eq 1 ddd @ epg

XTKH%DFNZDUGV3DVV7KHJRDOZLWKEDFNSURSDID

WLRQDW
WKHEDFNZDUGVSDVVGLPLQLVKHVWKHHUURUSU
RGXFLQJGXULQJ WKHIRUZDUGVSDVV

FRQVHTXHQWO\HUURULVDSSHUWDLQLQILQ
DFFRUGDQFHZLWKFKDQJHWKHZHLIKWVZLWKLQV
XFKDZD\WKDW
WKHHUURUZLOODUULYHVPDOOHUWKHPHWKRGLV
UHSHDWHGRQFH
PRUHRUDJDLQWLOOWKHRSWLPDOIXQFWLRQLVPL
QLPDOWKDWLV
FRPSXWHGE\XVLQIVWHSVEDFNZDUGV

x 2XWSXWKLGGHQ  OD\HU XSGDWH %DFN

SURSDJIDWLRQ
DOJRULWKPLVEDVHGRQGHOWDOHDUQLQJUXOHLQ
ZKLFKWKH
ZHLJKWVPRGLILFDWLRQLVGRQHWKURXJKPHDQVT
XDUHHUURURI
WKHRXWSXWPDSSLQJOD\HUWRWKHLQSXWPDSSLQ
JOD\HUZKLFK

LVPRGXODWHGWKHOD\HUDGMXVWPHQWE\DQG
LIRI9IY
VRPHWLPHVFDOOHG &KDLQ S5XOHDV___

LVDSDUWLDO
ue

GHUYLDWLRQRI(wrwpoZLWKUHVSHFWWR:L,

7RILQGRXWKRZPXFKDGHTXDWHPRGLILFDWLRQ
RIHUURUFKDQJH
WKDWPXVWEHRFFXUUHGWRUHDFKWKHJOREDOP
LQLPDZLWKUHVSHFW
RIWKHRXWSXWVRZHQHHGWRILJXUHRXWHDFKSL
HFHLQWKLV
TXHVWLRQDQGHYDOXDWHLWUHO\LQJRQWKHGL
ITHUHQWLDOGHULYDWLYH

es0s00 600 ge Mol dionn CellE)onnn® (% el csonn Sulle)ong e

SO0 R0 G):) 5989 50)aT O T ¢sHe sond Melicdwnn
Cule)onn

7KHSDUWLDOGHULYDWLYHE\RIWKHORJLVWLFI
XQFWLRQLV
WKHRXWSXWPXOWLSOLHGE\PLQXVWKHRXWSXW
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S@oo6):D

QIO0X00000

___ ebesgnness0 cule)-Wond6)eTA Lo nA

)LQDOO\KRZPXFKGRHVWKHWRWDOQHWLQSXW
RIO“FKDQJHZLWK
WKHUHVSHFWWR®“VHHQLQDQG
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008 58,00TE)-M 5pmd Bdwcieet [(16)-OTOT 0

7KLVFDOFXODWLRQFRPELQHGDQGLQWKHIRUP
RI
WKHGHOWDUXOHWKXVLWLVREWDLQHG

AE)oe)VeRic0onBE)sdud ooy BEuTA.oo@e)éuA oo Bdvnn

uliolay L@eoe
$SOWHUQDWLYHO\ZHKDYH DQG— ZKLFKFDQEH
L@ T9R LIGTOe
udiolels
DND::oi
WKH*UHHNOHWWHU'HOWDDNDWKH
Node La19¢

Delta,

:HFDQXVHWRUHZULWHWKHFDOFXODWLRQ V .
E\

0o Ae)oe)sMeRidonn cull®)onnh 3 BéungO6) s TAdunnA

'"ZFDOFXODWHGE\
SGomoon-en

%60 6)6):0<[100Von
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:HIXQFWLRQWKHUHDOZHLJKWXSGDWHVLQWK
HQHXUDOQHWZRUN
WKHQZHEHDUWKHFRQVHFXWLYHZHLJKWFKDQJ
HVLQWRWKHWKHKLGGHQ OD\HUQHXURQVE)\

@) o O Yesgg0000°0,

ZKHUH:HWDLVOHDUQLQJUDWH

X +LGGHQLQSXW /D\HU XSGDWLRQ 1H[W
FRQWLQXH WKH
EDFNZDUGVSDVVE\FDOFXODWLQJQHZYDOXHV
IRUDOOZHLJKWV
IURPKLGGHQQHXURQVWRLQSXWVOD\HU,WX
WLOL]JHVDVDPH
SURFHGXUHDVKDGIRUWKHRXWSXWOD\HU\H
WDELWGLVVLPLODULW\
WRUHSUHVHQWWKHZD\WKDWWKH\LHOGRIH
DFKKLGGHQOD\HU
QHXURQDGGVWRWKHRXWSXWDQGFRQVHTXH
QWO\HUURURI
QXPHURXVRXWSXWQHXURQV:HUHDOL]JHWKD
W287KH\

LQIOXHQFHVERWK287XVHDQGOUT-WKHUHIRUH
WKH_____

QHHGVWRWDNHLQWRFRQVLGHUDWLRQLWVHIITH
FWRQWKHERWKRXWSXW

Nowled

QHXURQV
7KHSDUWLDOGHYLDWLRQRIKLGGHQWRLQSXWXS
GDWLQJPLJKWDOVR
EHVHHQZULWWHQE\DQG

comooge=n

___ss0 620 @on> oVo0.08 58200 06): T@<x0008 200

Somooos=0

&80 6): VOopoo

:HFDQQRZXSGDWHZHLJKWVFDOFXODWHGE\

o0 I:l q-éil'l'ééDDD :@DD

)LQDOO\ZHKDYHXSGDWHGDOORIZHLJKWVDQGF
RQWLQXHSDVVLQJ
WKURXJKWKHWZRSKDVHVXQWLOWKHGHVLUHGR
XWSXWRFFXUUHG7KXV
WKLVWHFKQLTXHZRXOGEHYHU\DGYDQWDJHGFO
DVVLILFDWLRQVWUDWHJ\

WROHDUQLQJWKHPRGHOLQRUGHUWRGHWHFWW
KHPDOLFLRXVDFWLYLWLHV RI PRELOH DG KRF
LQWUXGHUYV E\ PRQLWRULQJ LWV PDOLFLRXV
VLJQDWXUHVRUPLVEHKDYLRUV

,9 6<67(0,03/(0(17$7,21

7KHSURSRVHGV\VWHPXVHV16YHUVLRQV[S8EXQ
WX
&DQG2EMHFWRULHQWHG7RRO&RPPDQG/DQJXDJ
H27FO
VFULSWIRUVLPXODWLQJWKHDWWDFNVLQo0$1(7D
QGLWVVLPXODWLRQ
HQYLURQPHQWDUHJLYHQLQWDEOH,,,W LV
XWLOLJHG IRUWKH UHSURGXFWLRQ RI V\VWHP
SURWRFRO ZLWK YDULRXV V\VWHP
WRSRORJLHVLWLVLPSOLFLW&DQGJLYHVWKHPDQ
LSXODWLRQ
LQWHUIDFHWKURXJK27FO$GGLWLRQDOO\LWLVD
QRSHQVRXUFH
HYHQWGULYHQVLPXODWRUGHVLJQHGVSHFLILFD
OO\IRUUHVHDUFKHVLQWR
FRPSXWHUFRPPXQLFDWLRQQHWZRUNV,WSURYLG
HVDZLGHVSUHDG
DVVLVWDQWLQFRQIRUPLW\ZLWKWKHVLPXODWH
GHQYLURQPHQWRYHU
SURWRFROVDV7&3)738'3+773WKHQ'65ZKLFKPDNHV
XVHRI27FOLQLPLWDWLRQRISURSDJDWLRQDORQJ
ZLWKFRQILJXUHD
QHWZRUNRU&DFFRUGLQJWROHDGVLPXODWLRQ
WKHUHIRUH&
FRGHVQHHGWREHFRPSLOHGDQGOLQNHGDIWHUF
UHDWHDQH[HFXWDEOH
ILOH:HKDYHWRXVHQRGHVWRIRUPWKHO0$1(7XVLQ
J$'29
URXWLQJSURWRFRO(DFKRIZKLFKDUHDOOPRELO
HQRGHV7KHQWKH
VRXUFHQRGHZLOOVHQGWKHVHFRQGURXWHUHT
XHVW55(4WRDOO
QHDUHVWQRGHWRUHDFKWKHGHVWLQDWLRQDQ
GDOVRVHQGWKHURXWH
UHVSRQVH55(3WRDOOQHDUHVWQRGHWRUHDFK
WKHVRXUFHGXULQJ
WKH55(4DQG55(3WKHDWWDFNHUQRGHZLOOEHJH
WWKHGDWDIVE\
H[SORLWLQJWKHPDVTXHUDGHVFHQDULREXWQR
WWUDQVIHUWRQH[WWR
QRGHWKDWZHFDOOHGDVWKHIUDXGXOHQFHHYH
QWWKHQGHWHFWWKH
DWWDFNHUQRGHUHO\LQJRQWKH%%3$GGLWLRQ
DOO\ZHFRXOGEH
DEOHWRXVHWKH;JUDSKVFUHHQWRHYDOXDWH
WKHSDWKEHWZHHQWKH
VRXUFHDQGGHVWLQDWLRQ)RUURXWHVHOHFWL
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RQZHXVH'65URXWLQJ
SURWRFRO7KLVVHOHFWVWKHEHVWDQGDOVRVK
RUWHVWSDWKEHWZHHQ
WKHVRXUFHDQGGHVWLQDWLRQ

Simulated
Attack, QWKLVSURMHFWWKHEODFNKROHDWWDFN
DQG
IO%RGLQJDWWDFNDUHVLPXODWHG
Flooding Attack: LW FRQFHULQJ ZLWK WKH
SHQWUDWLLYH
SKHQRPHQRQZKHQDPDOLFLRXVQRGH&VHSDUDW
HVWKHLOOLFLW
DSSURDFKIRU55(4I0RRGLQIDQGGDWDIORRGLQIQD
PHO\
FDOOHG'LVWULEXWHG'HQLDORI6HUYLFHSWWDFN
"R67KH
PDOLFLRXVQRGH&FDQODXQFKIDNHS55(4VRUGDWD
SDFNHWYV E\ IORRGLQJ WKH QHWZRUN ZLWK VR
PDQ\ UHTXHVWV
FRQVHTXHQWO\OHDGVWRWKHFRQJHVWLRQRIW
KHQHWZRUNDQG
UHGXFHVWKHSUREDELOLW\RIGDWDWUDQVPLVV
LRQRIWKHJHQXLQH
QRGHV(YHQWXDOO\OHDGVWRORVHWKHSRWHQ
WLDOLQIRUPDWLRQ
WUDQVPLWWHGWKHIORRGLQJDWWDFNLOOXVW

UDWHGLQ)LJ
7$%/(,,
166,08/$7,21(19,5210(17
6QR 3DUDPHWHUV 9DOXH
6LPXODWRU'XUDWLRQ VHFRQGV
7RSRORJ\ PP
1XPEHURIORELOHIRGHV
7UDQVLWLRQ5DQJH P

IRGHORYHPHQWORGHO  5DQGRP:D\SRLQWORGHO

7UDIILF7\SH &%58'3

'DWD3D\ORDG E\WHV

)JLI%ODFN+ROH$WWDFN

1RUPDO SURILOH LV DFFXPXODWHG WRJHWKHU

ZLWK WKH QRQ
H[LVWHQFHRIDWWDFNV:KHUHDVWKHDWWDFNS
URILOHLVFRQVWUXFWHG
WEKURXJKVLPXODWLQJWKHEODFNKROHDQGIORR
GLQJDWWDFNV9DULRXV

7$%/ (s
75$),&5(/$7()($785(6
3DFNHW7\SH
'DWD5RXWH5HTXHVW5RXWH5HSO\5RXWH(UURUDQG+HOO
R

JORZ'LUHFWLRQ 6HOQGSHFHLYH)RUZDUGHG'URSSHG

7KHRUJLQDOGDWDVHWH[WUDFWHGIURPDWUD
IILFWDEOHLQZKLFKLW
FRQVLVWRIWKHSDFNHWW\SHDQGWKHIORZW\SHI
LUVWRQHKDVILYH
FRPSRQHQWVHDFKRQHRIWKHPVKRZVDVSHFILFUR
OHLQWKH
GLVFRYHU\SURFHVVOLNHWKH5RXWH5HTXHVW55
(4VHDUFKLQJWKH
URXWHIURP6RXUFH1RGHWR' HVWLQDWLRQ1RGHO
DWWHUFRQWDLQV
IRXUW\SHVREYLRXVO\GHVFULSWHGE\LWVIORZG
LUHFWLRQOLNHWKH
'"URSSHGDFWLRQPHDQVGLVFKDUJLQJWKHSDFNH
WVLQDVSHFILFQRGH
LQZKLFKWKRVHGURSSHGSDFNHWVKDYHQRHIIHF
WDQ\PRUHKHQFH
WKHUDZGDWDVHWSDVVHVWKURXJKWKHSUHSUR
FHVVWRIRUPXODWH
WKHVHGDWDVHWLQWRDQDSSURSULDWHIRUPUH
DGDEOHE\WKHPDFKLQH
OHDUQLQJDVZHOOWKHGHWDLOHGIHDWXUHVFD
SWXUHLQYROYLQJWKH
DFWXDOHQFRGLQJFDUU\VRXWZLWKLQ27FOOLNH
ZLVH+HOORSDNHWYV
HQFRGE\WKH27FOVFULSWDV  NBHelloSend ~ and
NBHelloRecv. 7KHUHIRUHWRWDOO\
IHDWXUHVDUHFRQVLGHUHGIRU

7$%/(,9
&2//(&7(')($785(6
'DWD3DFNHWYV  NBDataSend, NBDataRecv, NBDataDrop,
NBDataFwd
NBRREQSend, NBRREQRecv,
NBRREQDrop,
NBRREQFwd
NBRREPSend, NBRREPRecv, NBRREPDrop,
NBRREPFwd
NBRERRSend, NBRERRRecv, NBRERRDrop,
NBRERRFwd
NBHelloSend, NBHelloRecv

55
3DFNHWV

553
3DFNHWYV
5(55
3DFNHWV
+HOOR3DFNHWY

O Training

Data:VRIDUZHKDYHH[SODLQHGWKHVKDIIOLQJ
SURFHVVIRUJDWKHULQJWKHUDZGDWDVHWD
VZHOODVWKH SUHSURFHVVHG VWDJH KHQFH
WKH GDWD VHW LV UHDG\ IRU
FRPSXWHUL]LQJDQGSUHVHQWLQJWRWKHPDF
KLQHOHDUQLQJWKH
VA\QWKHWLFDSSURDFKWXQHVXSZLWKQRUPDO
DQGODEHOHG
SURILOHVQDPHO\WZRFODVVHVQRUPDODQGD
EQRUPDO7KLV
GDWDVHWLVXVHGDVWRFKDVWLFIHDWXUHV
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HOHFWLRQDQGFODVVLILHU
HDFKIHDWXUHLVUHSUHVHQWHGE\DSDFNHW
WA\SHDQGIORZ GLUHFWLRQ

O Testing and validation
:7KHDFFXPXODWHGWUDLQHGGDWD
ZLOOEHVHSDUDWHGDVYDOLGDWLRQGDWDDQG?7
HVWGDWD7HVWGDWD
DUHDFFXPXODWHGE\XVLQJWKHVLPXODWHGEOD
FNKROHDQG
IORRGLQJDWWDFNVWKURXJKYDU\LQJWKHDWWD
FNHUV,WZLOOEH
SXWIRUZDUGDVOLNHLQSXWWRWKHFODVVLILHU
LQRUGHUWRLGHQWLI\
ZKHWKHUWKHSDUWLFXODUHYHQWLVDQDWWDF
NRUQRUPDO2QFH
WKHGDWDLVDFFXPXODWHGLWZLOOEHJLYHQIRU
WKHIHDWXUH
VHOHFWLRQPRGXOH7KHDFFXPXODWHGIHDWXU
HVWUDQVIRUPHGLQ DFFRUGDQFH ZLWK
FRPSXWHU UHDGDEOH IRUP WKHQ WKH
VWRFKDVWLFFODVVLILHULVFRQVWUXFWHG&RQ
VWUXFWHGFODVVLILHULV
WUDLQHGZLWKWUDLQLQJGDWDDQGYDOLGD
WHGWKURXJK

data

9352%/(0,'(17,),&$7,21$1'62/87,21
&ODVVLILFDWLRQDQGFOXVWHULQJRI,QWUXVL
RQHWHFWLRQIRU
0$1(7KDVEHHQGHILQHGDVWKHFRQYHUVLRQRI7U
DIILF7DEOH
,QWKLVDSSURDFKZHYLHZRXUDJHQWVDVDXWR
QRPRXVPRELOH
SURDFWLYHDQGFRRSHUDWLYHHQWLWLHV$JHQ
WVDUHHTXLSSHGZLWK%3
LQZKLFKUHVSRQVLEOHIRUDOHUWLQJV\VWHPQH
WZRUNDGPLQLVWUDWRU
ZLWKDQ\SRVVLEOHDWWDFNUHODWHGDFWLYLW
LHV
2XUDSSURDFKFRQVLVWVRIWZRW\SHVRIDJHQW
V&ROOHFWLRQ $JHQWDQGORQLWRULQJ$JHQW
Collecting Agent: ‘W JHWV WKH WUDIILF
IHDWXUHYV RI WKH
QHLJKERULQJQRGHVDQGFUHDWHVD7UDIILF7DEO
H77VXFKDV
o 3DFNHWW\SH o
JORZGLUHFWLRQ o
6DPSOLQJSHULRG
A% o]
6WDWLVWLFPHDV
XUHV
Monitoring
Agent:, WLVQRWSUHVHQWLQDOOWKHQRGHVEXW
LWLV

SUHVHQWRQO\LQDVXEVHWRIQRGHV%\XVLQJWK
H77LQIRUPDWLRQ
THHGLQJWR%3WRFODVVLI\WKUHDWVDPRQJVLPX
ODWHGQHWZRUNVLW
PRQLWRUVLWVQHLJKERUQRGHVEHKDYLRU:KHQD
QDEQRUPDO
EHKDYLRURUDQ\GHYLDWLRQLQWKHWUDIILFSDW
WHUQRIWKHQRGHV
RFFXUVWKHQLWUDLVHVDQDODUPIRULQWUXVLR
Q

7KHNHUQHORI%3LPSOHPHQWDWLRQVXSSRUWL
YHRIORQLWRULQJ
$JHQW:RUNLVFRPSURPLVHGRIH[SHULPHQWVDVV
KRZQLQ
7DEOH9DVZHOODV)LJVDQG:HQHHGWRXVHGWKHI
ROORZLQJ
V\PEROVLQWKHWDEOHRI%3LPSOHPHQWDWLRQ
o([SHULPHQW | XPEHU
01 XPEHURL,WHUDWLRQV
o/HDVW)LWQHVVOHDQ6TXDUH(UUR

U
o$FFXUDFVHYHORIWKH/HDUQLQJ
07$/I'SOJRULWKP

7KHPXOWLOD\HUSHUFHSWURQVHVWDEOLVKHG
IRUUHOHYDQWSXUSRVHV DUH WUDLQHG ZLWK %3
DOJRULWKP UHVSHFWLYHO\ WKURXJK WKH
VHOHFWHGWUDLQLQJVHW

,QRUGHUWRHVWDEOLVKDIDLUVWDUWXSVWDW
HIRU%3EDVHG
SHUFHSWURQVWKHWUDLQLQJSURFHVVHVRI%3ED
VHGSHUFHSWURQV DOZD\V VWDUW ZLWK UDQGRP
VROXWLRQ SDUDPHWULF JUDGXDOO\
DWWHPSWLQJWRJHWDWRSWLPDOUHVXOWIRU%3
EDVHGSHUFHSWURQV
VXFK3HYROXWLRQWLPH GLUHFWO\HTXDOVWKH
WLPHVRILWVXSGDWHG
LWHUDWLRQV7KHLPSOHPHQWDWLRQLVGRQHIRU
H[SHULPHQWVIRU
"DWD6HWGLYLGHGWRWUDLQLQJVHWDQGWHVWL
QJVHWE)\
UHVSHFWLYHO\, WIVREYLRXVWKDWH[SHULPHQW
LVPXFKEHWWHUWKDQ
RWKHUVGXHWRWKHPLQLPDOHUURUFRUUHFWLR
QDQGWKHS$FFXUDF\
JHYHO

7$%/(9
%3(;3(50(17$/5(68/76

3 $7 IR, 06 $/
%3

%3
%3
%3
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)JLI6NHZ*UDSKIRUWKHQXPEHURILWHUDWLRQZLWKUHV
SHFWWR SHUFHQWDJHRIGHWHFWLRQUDWH

9, 3(5)250$1&(0(75,&6

Packet delivery ratio
(PDR):3'5GHILQHVWKHUDWLRRYHUWKH
QXPEHURISDFNHWVDFTXLUHGWKURXJKWKHGHV
WLQDWLRQPRELOH
QRGHWRWKHQXPEHURISDFNHWVGHVSDWFKHGW
KURXJKWKHVRXUFH

PRELOHQRGHDVLWLVLOOXVWUDWHGE\)LJ

oAd0ec DosO«erdOI OO Os008
cemdosd00s00000x6TA

3'5
ofod0cerO0000so0swas0000s000006rOA

Throughput(TP):; WLVGHVFULEHGDVOLNHWKHDYH
UDJHUDWHRI
HITHFWLYHO\DFTXLUHGPHVVDJHLVGHOLYHU\RQ
DFRPPXQLFDWLRQ FKDQQHO $00 PDOLFLRXV
PRELOH QRGHV WR VHQG RXW ERJXV
PLVEHKDYLRUUHSRUWWRWKHVRXUFHQRGHRQH
YHU\RFFDVLRQLWLV SRVVLEOH 7KLV W\SH RI
VFHQDULR SODFLQJ LV GHVLJQHG LQ
DFFRUGDQFHZLWKFKHFNWKH,'6JVSHUIRUPDQFH
XQGHUWKHERJXV
PLVEHKDYLRUUHSRUWLQZKLFKLVLOOXVWUDWH
GE\)LJ
Average End to End Delay

(AED):7KHFRPPRQHQGWRHQG
GHOD\XSRQWKHZKROHHIILFLHQWO\DFTXLUHGS
DFNHWVDWWKH
GHVWLQDWLRQ,WLVFDOFXODWHGIRUHYHU\GDW
DSDFNHWEHVXEWUDFWLQJ
WKHVHQGLQJWLPHRIWKHSDFNHWIURPWKHDFTX
LUHGWLPHDWILQDO GHVWLQDWLRQ 7KHQ WKH
DYHUDJH UHSUHVHQWV WKH $(' LW LV
LOOXVWUDWHGE\)LJ

o’y Re00000000m Oc6ms00000084

$(

9,,&21&/86,21

,QWKLVDUWLFOHWKHDQRPDO\GHWHFWLRQDSS
URDFKLVXWLOL]JHGIRU

0$1(7WRUHFRJQLJHWKHLQWUXVLRQV7KLVDSSURDFKXWLOLJHVWKH
DWWDFNSURILOHLVLQFRQWUDVWWRWKHQRUPDOSURILOH,IWKHUHDUH
QHWZRUNOD\HUGDWDWRUHSUHVHQWWKHEHKDYLRURIPRELOHQRGHV
VRPHGHYLDWLRQIURPWKHQRUPDOEHKDYLRUWKHQWKHHYHQWLV
7KHDXGLWGDWDLVDFFXPXODWHGIURPDOOWKHPRELOHQRGHVXQGHU ODEHOHGDVOLNHDQDWWDFN
YDULRXVVFHQDULRVWRJURXSWKHLQFRPLQJHYHQWV
JLQDOO\WKHRYHUDOOSHUIRUPDQFHRI%3LVHYDOXDWHGSULPDULO\
"XULQJWKHFROOHFWLQJSKDVHLWZDVLQYROYLQJLQWRWZR
EDVHGRQGLVFRYHU\UDWH$/3HUFHQWDJHQXPEHURILWHUDWLRQV
DSSURDFKHVLQRUGHUWRVLPXODWHWKHUHDOOLIHVHQDULRE\FUHDWLQJ

1R,DQGPHDQVTXDUHHUURUO06(

WKHQRUPDOSURILOHXQGHUWKHDEVHQFHRIDWWDFNVDQGWKH
7KLVDSSURDFKPDNHVXVHRIHDUO\PHWKRGWKHUHIRUHLWZLOO
DWWDFNSURILOHLVFUHDWHGE\VLPXODWLQJDWWDFNVVXFKDVEODFNKROH

JLYHSUDFWLFDOHQKDQFHPHQWLQSHUIRUPDQFH
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DQGIORRGLQJDWWDFNV LQIXWXUHWKHIHDWXUHVHOHFWLRQLVHYDOXDWHGZLWKYDULRXV
$SIWHUWKHFRPSXWHUL]JHGIRUPDQGIHDWXUHVHOHFWLRQWHFKQLTXH
H[FOXVLYHFODVVLILHUVLWZLOOEHFRPELQHGWRSURGXFHDGHVLUHG

LVDSSOLHGUHVSHFWLYO\VLQFHWKH%3DOJRULWKPLVXVHG7KH
UHVXOWIRUGLITHUHQWW\SHRIDWWDFNV
VHOHFWHGIHDWXUHVDUHXVHGGXULQJWKHGLVFRYHU\SURFHVVWKH
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&RPSXWHU6FLHQFHDQG1HWZRUN6HFXULW\92/1R1RYH
PEHU >@ 2 'HSUHQ 0 7RSDOODU ( $QDULP DQG o0 N &LOL] 34n
Intelligent intrusion detection system (IDS) for anomaly and misuse
detection in computer networks,([SHUW6\VW$SSOYROQRSS
&LWHGRQSDJHVDQG
KWWSZHEKRPHFVXYLFFDaZNXLUHVHDUFK,'6SGI
YROQRSS&LWHGRQSDJH
>@ 0+DOODQG*+ROPHV"Benchmarking  attribute  selection
techniques for discrete class data mining," IEEE Transaction on
Knowledge and Data Engineering, vol. 15, n0.6, pp.1437-1447,
2003. Cited on page 88 and 93.
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