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Abstract—Algebra is one of the important fields of 

mathematics. It concerns with the study and manipulation of 

mathematical symbols. It also concerns with the study of 

abstractions such as groups, rings, and fields. Due to the 

development of these abstractions, it is extended to consider 

other structures, such as vectors, matrices, and polynomials, 

which are non-numerical objects. Computer algebra is the 

implementation of algebraic methods as algorithms and 

computer programs. Recently, many algebraic cryptosystem 

protocols are based on non-commutative algebraic structures, 

such as authentication, key exchange, and 

encryptiondecryption processes are adopted. Cryptography is 

the science that aimed at sending the information through 

public channels in such a way that only an authorized recipient 

can read it. Ring theory is the most attractive category of 

algebra in the area of cryptography. In this paper, we employ 

the algebraic structure called skew -Armendariz rings to 

design a neoteric algorithm for zero knowledge proof. The 

proposed protocol is established and illustrated through 

numerical example, and its soundness and completeness are 

proved.  

  

I. INTRODUCTION  

W  

ITH the development of communication in the last several 

decades, applications that involve abstract algebra have 

become increasingly important. Ring theory occupies a 

central role in the subject of abstract algebra, and the 

importance of its applications such as coding theory and 

cryptography has grown significantly. In particular, it is 

efficient in the detection of errors in identification codes. 

The purpose of cryptography is to send messages through a 

amount of knowledge about the evidence sent from the 

prover to the verifier. Zero knowledge protocols idea was 

established by authentication schemes in which one party 

needs to prove his/her identity to the other party through 

some confidential information but he/she does not wish the 

other party to know any information of the confidential 

facts. Courtois has introduced in [2] a new zero knowledge 

proof which is depended on the NP-complete problem that 

is named MinRank. Wolf has presented in [3] the zero 

knowledge protocols which are used to fix authentication 

problems. All the previous studies are applied on a finite 

field, so using a new algebraic structure on the polynomial 

rings is considered as a new challenge in modern 

cryptosystems. Nowadays, several cryptographic protocols 

have been developed based on non-commutative algebraic 

structure, such as authentication, key exchange, and 

encryption-decryption processes. They are proven to be 

efficient in corresponding to their commutative case. On 

the other hand, throughout this paper, the associative rings 

with identity are considered unless otherwise mentioned. 

Many authors have expressed their interest of 

authentication protocols that depends on some algebraic 

structures as in [4] and some promising authentication 

schemes have been proposed on rings and algebras such as; 

endomorphism rings and quaternion algebra.  

Let  be a ring, the set of all polynomials in the 

indeterminate  with respect to an endomorphism  of  is 

called the ore extension of skew polynomial ring and 

expressed as , , , where  for all ∈. We denote the prime 

radical of  (which is the intersection of all prime ideals) by  

and the set of all nilpotent elements in 

number theory. Factorization and discrete logarithm 

problems (which is hard mathematical problems) are 

adopted in several public key cryptosystems, such as RSA, 

ElGamal cryptosystem, and ECC.  

Zero-knowledge proofs were first devised as an idea in 

1985 by Shafi et al. [1]. This paper gives a description of the 

concept of knowledge complexity, a measurement of the  
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for any two polynomials ∑ , ∑ in , such that; 0, then 0 for 

all , .  

Also, it is showed in [6] that every reduced ring is 

Armendariz. The concept of Armendariz rings is 

generalized to the concept of -skew Armendariz by Hong et 

al. [7]. A ring  is said to be skew -Armendariz if for any two 

polynomials ∑ , ∑ ∈ 

 , , , such that,  ∈ , ,  implies  

 ∈  for each ,  [8].   

The rest of this paper is organized as follows. Section II is 

devoted entirely to give mathematical preliminaries of the 

concept of skew -Armendariz rings. Section III summarizes 

some reviews and related works of the original zero 

knowledge protocol in general. Section IV introduced the 

algebraic structure for zero knowledge proof and divides 

into two subsections; in the first one, a detailed algorithm 

of the algebraic structure for zero knowledge proof with the 

underlying skew -armendariz rings is given, and in the 

second subsection, the zero knowledge of the algebraic zero 

knowledge proof is investigated with some analysis. The 
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discussion and the conclusion are given in Sections V and 

VI, respectively.  

It is worth mentioning that there are many concepts 

related and closed to the concept of skew -Armendariz 

rings, some of them are the notion of McCoy rings and its 

generalizations: -McCoy rings and - skew -McCoy rings [9]-

[13].   

II. PRELIMINARIES: MATHEMATICAL OF THE ALGEBRAIC 

STRUCTURE SKEW -ARMENDARIZ RINGS   

To construct a stubborn problem, the condition of skew 

Armendariz rings, and the properties of the polynomial ring 

related to this kind of rings should be integrated with the 

principals of the zero knowledge protocol to achieve our 

goal. Next, we recall the definition and some fundamental 

basics and properties of skew -Armendariz rings, which are 

necessary in the rest of this work.  

A. Definition  

 A ring   is skew  -Armendariz if for  ∑ ,  

 ∑ ∈ , ,   such  that  ∈ 

 , ,  implies  ∈  for each , .   

Let  be a ring. For any integer 2, consider  be the  matrix 

ring and  be the  triangular matrix ring over a ring . Let : → 

be a ring endomorphism. For any ,∈ , we define  

: →  by  , , , and hence 

  is a ring endomorphism of the ring  . The following 

theorem gives some characterizations of skew 

 Armendariz rings [8]:  

B. Theorem  

Let  be an endomorphism of the ring . Then, the following 

conditions are equivalent:  

1) is a skew -Armendariz ring.  

2) For any positive integer ,  is a skew -Armendariz ring.  

C. Example  

 Let   be a reduced ring,  

  

 0 , ∈ .   

 0 0 

 0 0 0 

  

Then,   is skew -Armendariz by Theorem B.  

D. Example  

 Let   be a ring and  22 matrix ring over   with  

usual matrix operations. Let  be a ring such that  

| , , ∁∈ . 0 ∁ 

 Define the endomorphism  :→ by  

 0 ∁ 

  for any  ∈. The ring   is not skew  - 

0 ∁ 0 ∁ 

Armendariz; because if   and  ∈ ; such that  

  

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 ,  

 0 0 0 0 0 0 0 0 

 0 0 0 1 0 0 1 0 

  

 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 0   

 0 0 0 1 0 0 0 0 

 0 0 0 0 0 0 0 1 

  

then   

 0 0 0 0 

 0 0 0 0 ,  

 0 0 0 0 

 0 0 0 0 

  

which means that  0 ∈ ; .  

 Now, we claim that  ∉   

  

 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 0   

 0 0 0 0 0 0 0 1 

0 0 1 0 0 0

 0 0 0 0 0

 0 0 0 0

 0 

 0 0 0 0 0 0 0 0   

 0 0 0 0 0 0 0 1 

 0 0 1 0 0 0 0 0 

0 0 0 0 0 0 0 0 
0 0 0 0 

 0 0 0 1 

  

The latest term will never be zero whatever  is. Therefore,   

  

0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 ∉  

 0 0 0 0 0 0 0 1 

 0 0 1 0 0 0 0 0 

  

which implies that  is not skew -Armendariz ring.  

III. THE ORIGINAL ZERO KNOWLEDGE PROTOCOL  

Many theories have been written extensively about zero 

knowledge proofs. However, the information available is 

not much practical in spite of many applications that use 

the zero knowledge technique. Proofs are often seen (by 

scientists) as a static mathematical object. A zero 

knowledge protocol is a proof system by which one party 

(known the prover) tries to convince another party (known 
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the verifier) that the hidden secret is true. The following 

names appear in the zero knowledge protocols [14], [15]:  

Peggy the Prover: Peggy hides a secret σ, and she has to 

prove to Vic that she knows it, but without disclosing the 

secret σ itself to Vic.  

Victor (Vic) the Verifier: Vic requests Peggy to answer a 

group of questions to check that Peggy truly knows the 

secret σ or not. Vic will not know anything about the 

secret itself, even if he cheats or does not commit to the 

protocol.   

Eave the Eavesdropper: Eave is the entity who is 

listening to the discussion between Peggy and Vic. A secure 

zero knowledge protocol guarantees that no third entity is 

able to know about the secret σ .  

An interactive proof system for a set Σ is a two-parity 

game between a prover and a verifier and it satisfies two 

properties:  

- Completeness: Peggy has very high probability of 

convincing Vic if she knows σ  Σ,  

- Soundness: Peggy has very low probability to fool Vic if 

she does not know σ .   

- Zero Knowledge property: ZK Protocols having some 

special features; the verifier cannot know anything 

from the protocol. The verifier cannot deceive the 

prover, he cannot claim to be the prover to any third 

entity and the prover cannot deceive the verifier.  

IV. ALGEBRAIC STRUCTURE FOR ZERO KNOWLEDGE PROOF 

WITH THE UNDERLYING SKEW -ARMENDARIZ RINGS  

A. Algorithm   

The identification scheme includes initial setup, key 

generation and authentication. The algebraic zero 

knowledge proof algorithm contains the following main 

steps: Peggy is the prover and Vic is the verifier.  

Peggy, the prover, would like to show Vic, the verifier, 

that a secret polynomial ∈ , , has coefficients belonging to a 

skew -Armendariz ring . This polynomial is kept by the 

prover and never shared. Both of the prover and the verifier 

know the ring , and it is skew -Armendariz.  

 For any two polynomials  ∑ ,  

∑ ∈ , , , Peggy the prover computes the product of  and  such 

that, ∈ 

 , ,  and publishes her public key, the set . 

0 and 0 to show Vic that each element of the set 

. is nilpotent without sharing the secret polynomial  as 

Peggy’s private key. This polynomial is kept by the prover 

and never shared.  

Step 1. Peggy chooses an endomorphism : →  and  ,  

 ∈ , ,  such that,  ∈

 , , , where  

  

⋯ 

  

⋯ 

  

 ⋯   

 ⋯   

⋯  

 ⋯   

  

and sends Vic the set  

  

 . 0 and 0 .  

  

Step 2. Vic chooses randomly 0 or 1 and sends it to Peggy.  

Step 3. For each ,, Peggy finds  ∈ , such that,  

0,   depends on ,  and send Vic   as a 

power of  .  

Step 4. Vic checks that:  

if 0, then Vic checks that 0 (because Vic knows that  is 

skew -Armendariz ring & 0) which means that  is nilpotent 

element.  

 if 1, it is definitely Vic checks that  0  

(this means that ∉ which contradicts the fact that Α is skew 

-Armendariz ring).  

Step 5. Repeat the above steps  times, where  is the number 

of polynomials ∈ , , such that, ∈ 

, . To find , we should first determine the degree of , , 

which should be large enough.  

B. Example  

Let   

  

0 

 0 0  ,,   

 0 0 0  

  

where  is the set of integers. Hence  is skew Armendariz by 

Theorem B. For any two polynomials  

∑ , ∑ ∈ , ,  such  that  

 ∈ ,  we have that  ∈ .  

Step 1. Peggy chooses:   

1. : →   that  is 

 defined  by  .  Then,  

 : →  becomes  

   

0 0 

 0 0  0    

    0     
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 0 0 0 0     

    0 0  

  

 0 0 1 0

 0 1 1 0 

2. 00

 00 00

 00 0

 0 0 1 ,  

 1 0 1 0 

3. 00 0 1 01

 10,  

0 0 0 1 

  

Thus,  

        

 0 

0 

0 

0 

0 

0 

0 

0 

1 

0 

0 

0 

0 0 

,   
0 

0 

  

0 

0 

0 

0 

1 

0 

0 

0 

1 

0 

0 

0 

0 

1   

1 

0 

1 0 1 0 0

 0 1 0 

 0 1 0 1 ,   0 0 0 1  

 0 0 1 0 0 0 0 1 

 0 0 0 1 0 0 0 0 

  

are the coefficients of   and  . Therefore,  

  

 0 0 1 0 0 0 0 1 

 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 0 

0 0 0 0

 0 0 0 0 0

 0 0 2 0

 0 0 2 0 0

 0 0 0 0

 0 0 .  

 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 0 

  

Now,  

 0 0 0 0 

 0 0 0 0  

 0 0 0 0 

 0 0 0 0 

  

which means that  

  

 0 0 1 0 0 0 0 1 

 0 0 0 0 0 0 0 0  

 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 0 

0 0 0 2

 0 0

 0 2 

 0 0 0 0 0 0 0 0 ∈ ,  

 0 0 0 0 0 0 0 0 

 0 0 0 0 0 0 0 0 

  

then  Peggy  sends  Vic  the  set  

. 0 1 and 0 1   

  

 , , ,   

  

 0 0 1 0 0 0 0 1 0 0 0 2 

0 0 0 0,0 0 0

 0,0 0 0 0 , 0 0 0

 0 0 0 0 0 0

 0 0 0 

 0 0 0 0 0 0 0 0 0 0 0 0   

 0 0 0 2 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

  

Step 2. Vic chooses randomly 0 or 1 and sends it to Peggy.  

Step 3. For each element of the set    

  

 . 0 1

 and 0 

  

i.  2 ∈ , such that,  

  

1 , Peggy finds  

 0 0 

 0 0 

 0 0 

 0 0 

  

1 

0 

0 

0 

0 

0 

0 

0 

0,  

Peggy sends Vic  2 to check 

ii.  2 ∈  such that,  

  .  

  

 0 0 

 0 0 

 0 0 

 0 0 

  

0 

0 

0 

0 

1 

0 

0 

0 

0,  

Peggy sends Vic 2 to check

 iii. 3 ∈ such that,  

  

  .  

 0 0 

 0 0 

 0 0 

 0 0 

  

0 

0 

0 

0 

2 

0 

0 

0 

0,  

Peggy sends Vic 3 to check

 iv. 2 ∈ such that,  

  .  

  
 0 0 0 0 0 0 0 0 

(  represents the secret)     
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 0 0 

 0 0 

 0 0 

 0 0 

  

0 

0 

0 

0 

2 

0 

0 

0 

0,  

 Peggy sends Vic  3 to check

  

Step 4.   

i.  If  0, then Vic checks that  

  

  .  

 0 0 1 

 0 0 0 

 0 0 0 

 0 0 0 

  

0 

0 

0 

0 

 0  

(because Vic knows that   is skew  

& 0).  

If 1, then Vic checks that  

  

-Armendariz ring  

 0 0 1 0 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

  

0  

(This means that  , which contradicts  

the fact that   is skew -Armendariz ring).  

ii. If 0, then Vic checks that     

  

 0 0 0 1 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

  

0  

(because Vic knows that   is skew  

& 0).  

If 1, then Vic checks that   

  

-Armendariz ring  

 0 0 0 1 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

  

0  

(This means that   , which 

contradicts the fact that   is skew -Armendariz ring).  

iii. If 0, then Vic checks that     

  

 0 0 0 2 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

  

0  

(because Vic knows that   is skew  

& 0).  

If 1, then Vic checks that   

  

-Armendariz ring  

 0 0 0 2 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

  

0  

(This means that  , which contradicts  

the fact that   skew is -Armendariz 

ring). iv. If  0, then Vic checks that     

  

0 

0 

0 

0 

  

0 0 2 

0 0 0 0  

0 0 0 

0 0 0 

(because Vic knows that  

& 0).  

 is skew  -Armendariz ring  

 If  1,  then   Vic  checks  that  

 0 0 0 2 

 0 0 0 0 

 0 0 0 0 

 0 0 0 0 

 0  (This  means  that  

 , which contradicts the fact that   is  

skew -Armendariz ring).  

Step 5. Repeat the above steps  times, where  is the number 

of polynomials ∈ , such that ∈ 

, . To find , we should first determine the degree

  of  which should be large enough.  

V. THE ZERO KNOWLEDGENESS OF THE SKEW -ARMENDARIZ  

ZERO KNOWLEDGE PROTOCOL   

In this section, the proof of knowledge scheme, based on 

skew -Armendariz rings, is detailed. Zero knowledge proofs 

are not proofs in the mathematical meaning of the 

expression, since there is some soundness error when a 

deceit prover will be able to trick the verifier of a non-true 

statement. Nevertheless, there are standard techniques to 

reduce the soundness error for some small value. Thus, 

there are three core requirements in zero knowledge proofs:  

Completeness: A prover can convince the verifier, this is 

true statements.  

It is simple to see that our protocol is complete. If
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∑ ,  ∑ ∈ , ,  such  that  

 ∈ , , then  ∈ . Furthermore, the  

prover who knows the secret polynomial  can easily check if 

each  is nilpotent or not. So, the prover can answer both of 

the possible challenges ∈ 0,1 and has 100% probability of 

convincing the verifier.  

Soundness: A prover cannot convince the verifier (even if 

the prover cheats and deviates from the protocol), this is 

false statements.  

Our protocol is sound in the sense that there is 50% 

chance of catching a cheating prover. If ∈ , , such that ∉ , 

then  cannot be skew -Armendariz ring. So, if the verifier 

picks , such that, ∉ , then the prover cannot answer the 

challenge. To increase our chance of catching a cheating 

prover, we can repeat the challenge and response protocol. 

We modify the protocol to perform  repetitions for the same  

but different . In each interaction, we have 50% chance of 

catching the cheating prover, so overall the risk of cheating 

is reduced to  

2 .  

Zero knowledge property: The verifier will not learn 

anything from the interaction apart from the fact that the 

statement is true. If the statement is true, no cheating 

verifier can learn anything other than the truth of this 

statement.  

Peggy's answers do not reveal the original secret 

polynomial . Each round, Vic will learn only the set  

. 0  0 with each element of . is nilpotent or not. 

He needs all   to discover the secret polynomial, so the 

information remains unknown as long as Peggy can choose 

distinct  and generate  every round. If Peggy does not know 

of a secret polynomial  

, but somehow knew in advance what Vic would ask to 

see each round, then she could cheat. For example, if Peggy 

knew ahead of time that Vic would ask to see the secret 

polynomial , then she could choose distinct  and generate  

for an unrelated polynomial. Similarly, if Peggy knew in 

advance that Vic would ask to see the isomorphism, then 

she could simply choose distinct  and generate the set  . 0

  0 . Vic could simulate the protocol by himself 

(without Peggy), because he knows what he will ask to see. 

Therefore, Vic gains no information about the secret 

polynomial  from the information revealed in each round.  

VI. DISCUSSION  

The proposed zero knowledge protocol based on skew 

Armendariz rings involves two parties, Peggy and Vic. 

Peggy tries to prove her identity to Vic without telling her 

private information  . Then she generates a public key  

∈ , , choosing the polynomial   and 

sends the set  . 0  0  to  

Vic. On the other hand, Vic does the same strategy, and sent 

his public key 0 or 1 to Peggy. Now, Peggy uses the skew -

Armendariz property of  and her private key   to compute 

the set . 0  0 , and sends it to Vic. To verify 

Peggy’s secret, Vic needs to compute . If =0, then Vic can 

convince  

that Peggy knows the secret, and the authentication process 

is succeeded. Trying to find the private keys, this involves 

us to find the matrices whose product is given, which is 

computationally infeasible. This will prevent attacks on 

private key values. If the number of bits is n, then there are 

2n possibilities for every value of  and n. In this case, the 

brute force attack does not work when the length of these 

keys is as long as possible.  

VII. CONCLUSION  

A novel algebraic protocol is proposed in this paper to be 

used in zero knowledge systems and it depends on the 

algebraic structure of skew -Armendariz rings. Another 

important fact that we have considered is the security of 

algebraic cryptography systems, which is based on 

noncommutative rings to ensure that it cannot be solved in 

practical amount of time. Consequently, several familiar 

attacks are unsuccessful to solve the nonlinear systems and 

discover the inaccurate secret key factor from the known 

public key. Although it is theoretically potential, it is 

arithmetically not workable. Even if it is theoretically 

possible, it is computationally not feasible.  
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