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Abstract: The ongoing digital transformation is bringing a pervasive diffusion of ultra-
broadband, fixed-mobile connectivity, the deployment of cloud-native Fifth Generation
(5G) infrastructures, edge and fog computing and a wide adoption of artificial intelligence.
This transformation will have far-reaching techno-economic impacts on our society and
industry. Nevertheless, this transformation is still laying its foundation in electronics and
the impending end of Moore’s law. Therefore, looking at the future, a rethinking of the ways
of doing computations and communications has already started. An extended adoption of
quantum technologies is one possible direction of innovation. As a matter of fact, a first
quantum revolution, started decades ago, has already brought quantum technologies into
our daily lives. Indeed, today, a second revolution seems to be underway, exploiting
advancements in the ability to detect and manipulate single quantum objects (e.g., photons,
electrons, atoms and molecules). Among the different technological approaches,
topological photonics is a rapidly growing field of innovation. Drawing inspiration from the
discovery of the quantum Hall effect and topological insulators in condensed matter, recent
advances in topological photonics hold a promising opportunity for optical networking and
quantum computing applications.

1. Introduction

Today, we are experiencing a profound digital transformation of society and industry.
Technologies such as software-defined networking (SDN) and network function
virtualization (NFV) offer the opportunity to design and deploy 5G infrastructures, showing
unprecedented flexibility and programmability. SDN concerns the separation of network
control functions from network forwarding ones, while NFV seeks to abstract (i.e., virtualize)
networking functions from the hardware on which they are executed.

These technologies are enabling a deeper integration of network infrastructures with
cloud computing platforms, which seek to deliver on-demand information technology (IT)
services (e.g., on a pay-as-you-go basis). This trend is also true for edge and fog computing,
which represent the evolution of cloud computing in the direction of deploying and using
information technology (IT) resources closer and closer to the end users.

As a matter of fact, an orchestrated use of cloud, edge and fog computing and
networking virtual resources allows for the composition and delivery of a continuum of
network capabilities, functions and services for multiple digital applications.

At the same time, the future sustainability of said infrastructures will have to face
several techno-economic challenges, such as the transmission and processing of enormous
quantities of data with ultra-low latencies, automation of management, orchestration and
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control processes, fulfilment of the strict requirements of resilience, security and privacy and
the optimization of energy consumption.

These challenges will become more and more complex to be tamed in the future, as this
transformation is still laying its foundation in electronics and the impending end of Moore’s
law. Therefore, a rethinking of the ways of doing computations and communications has
already started. In this scenario, a more profound adoption of quantum technologies is one
possible evolutionary direction.

As amatter of fact, a first quantum revolution, started decades ago, has already brought
quantum technologies into our everyday lives. Chips for computers and smartphones,
systems for medical imaging (e.g., nuclear magnetic resonance and positron emission
tomography), LEDs and lasers are all devices and systems whose functioning is based on
quantum mechanics principles.

Today, a second revolution seems to be underway, exploiting advancements in the
ability to detect and manipulate single quantum objects (e.g., photons, electrons, atoms and
molecules). We are witnessing, in fact, an impressive growth of interests, with several
investments from public and private organizations worldwide also targeting new
applications. In particular, there are three quantum phenomena, well known and tested in
physics, that a second revolution pretends to engineer and control.

These phenomena are superposition, entanglement and measurement, and are defined as
follows:

»  Superposition concerns the property of quantum objects to stay in a linear combination
of multiple states until they are observed;

« Entanglement is defined as the possibility that two or more quantum objects stay
intrinsically linked in an intertwined composite state, regardless of how far apart the
objects are from one another. Recently, hyperentanglement has been discovered,
defined as the entanglement in multiple degrees of freedom (DOFs) of a quantum
system, such as the polarization, spatial mode, orbital angular momentum, time-bin and
frequency DOFs of photons;

e Measurement regards the collapse and disruption of a quantum state from a coherent,
probabilistic superposition state into a discrete one.

It is expected that within 10 years, quantum technologies will become mature enough
to control and exploit these three phenomena, generating an impact over many markets,
ranging from telecommunications and Information and Communication Technologies (ICT)
to medicine, finance, transportation and so on. International innovation activities and
standardization bodies are aligned in identifying four main application areas:
communications, computing, simulations and sensing and metrology.

The area of quantum communications includes two main subdomains: (1) so-called
quantum-safe communications and (2) the teleporting of quantum information (e.g.,
quantum Internet). The former subdomain is about quantum-safe communications, which
leverage systems such as quantum key distribution (QKD) and quantum random number
generators (QRNGs). Today, these systems have high technology readiness levels (TRLs) of
around 7—9. The latter, the teleporting of qubits, has a rather low TRL of around 2—3, as it is
still in research and innovation labs.

Quantum computers leverage on the above-mentioned three quantum principles to
operate faster than classical computers in solving complex optimization and combinatorial
problems (processing time reduced from exponential to polynomial time). Today, trapped
ions and superconducting qubits seem to be the quantum computing technologies which

Journal of Computer Engineering | https://doi.org/10.5281/zenod0.19352913 Page 166



JCE Advancements in Topological Photonics for Enhanced...

better satisfy the five required criteria for quantum computing, formerly defined by Di
Vincenzo:

A scalable physical system with well characterized qubits;
The ability to initialize the state of the qubits to a simple fiducial state;

1

2

3. Long, relevant decoherence times;
4. A universal set of quantum gates;
5

A qubit-specific measurement capability.

Other approaches are gaining momentum, such as impurity spins in solids, neutral
Rydberg atoms and topological photonics. In fact, this is a rapidly growing field of
innovation.

The application area of quantum simulations concerns all those applications where
well-controlled quantum systems are used to simulate the behavior of other systems, which
are less accessible and more complex for a direct simulation (TRL is about 6—8). Quantum
sensing and metrology includes those applications where the high sensitivities of quantum
systems can be exploited to measure physical properties and timing with more precision
(e.g., magnetic and heat sensors, gravimeters, GPS-free navigators and clocks, with TRLs of
about 5-8).

Overall, while some quantum applications are already commercially available today
(e.g., QKD, QRNG, quantum annealers, quantum simulations, atomic clocks and some
quantum sensors), the current use of the second wave of quantum technologies is still
relatively limited. This is due to both technical limitations and tradeoffs between technical
performance and costs. While further progress is still needed, innovation achievements are
accelerating, and the international community is recognizing the disruptive potential of this
second quantum revolution.

In particular, in view of these advancements, a future scenario pursuing a profound
integration of optical communications and quantum optical computing would offer several
techno-economic advantages, in terms of efficiency, performance and savings. In this regard,
this paper aims at highlighting that topological photonics could be the technology playing
this integrative role. In particular, the main contributions of this paper include the following:

1. Abrief description of a vision aiming at the integration of optical communications and
quantum optical computing;

2. A description of some key concepts and definitions on topological photonics, with a
focus on the adoption of orbital angular momentum (OAM) for optical communications,
networking and quantum optical computing;

3. An overview of the state-of-the-art future challenges and applications.

2. Quantum Communications and Quantum Optical Computing

As mentioned earlier, the term quantum communications refers to communications
with quantum security (e.g., QKD and QRNG) and by the teleporting of qubits (e.g., quantum
Internet).

Quantum Internet has been defined as a global network exploiting some principles of
quantum physics for transmitting, networking, processing and storing qubits.

Some key characteristics of the quantum Internet have been recently overviewed by an
Internet

Engineering Task Force (IETF) draft [1]. Specifically, the quantum Internet is expected to
teleport quantum information without actually sending any qubits through the quantum
channel [2,3]. Quantum teleportation requires two communication links: a classical link for
transmitting the pair of classical bits and a quantum link for entanglement generation and
distribution. The integration of classical and quantum resources is crucial for a quantum
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Internet [4] and for any telecommunications infrastructure exploiting quantum technologies
(e.g., QKD and quantum cloud computing).

Today, the development and exploitation of the quantum Internet still has several open
challenges. For instance, while in the classical Internet bits can be duplicated within a node
or among the different nodes of a network, this is not valid anymore for the quantum
Internet. This is due to the so-called no-cloning theorem, which forbids any possibility of
duplicating an unknown qubit.

This means that when a qubit (for example, encoded within an inner state of a photon)
is transmitted to a remote node via a fiber link, attenuation or noise can degenerate it in a
way that the associated quantum information cannot be recovered via a measuring process
or duplication.

In other words, it is not possible to count on optical amplification, as used in standard
optical networks (ONs), by multiplying the number of photons. Nevertheless, ONs are still
considered to be the optimal medium for quantum communication, even if the maximum
communication distance is severely limited by optical losses in optical fibers. Much progress
is being made. Already in 2006, entanglement-based quantum communication reached 144
km [5].

Quantum repeaters are believed to be the most promising way to overcome the distance
limit. Current technological paradigms for a quantum repeater consist of three basic
approaches:
entanglement swapping [6,7], entanglement purification [8,9] and quantum memory [10—
12].

Recently, significant progress has been made both theoretically [13—-15] and
experimentally [16—18]. However, some technological obstacles still remain in building
practical quantum repeaters, thus reducing the levels of performance.

In this regard of quantum communications, a quantum optical network (QON) extends
the current model of ONs based on wavelength division multiplexing (WDM) nodes, add-
drop multiplexers and optical cross-connects (which are used for multiplexing,
demultiplexing, extracting and routing different channels of light into an optical network).

QONs are aimed at transporting, elaborating and storing quantum information
encoded in photonic qubits. As a matter of fact, photon generation and detection
technologies have enormously improved the quality of optical quantum states and efficiency
in handling them. Integrated circuits evolved from a basic demonstration of beam splitting
to massively multimode reconfigurable optical circuits,
andthenumberofphotonsthatcanbesimultaneouslyusedisgrowing[19,20]. Therearealready
several field trials with commercial QKD pieces of equipment integrated in current
telecommunications infrastructures. For example, quantum cryptographic keys are
generated and transported in terms of single-photon qubits over a quantum link, in parallel
to a traditional transmission link.

As mentioned, it is also possible to use photon qubits to perform quantum computation
tasks. There are, in fact, remarkable advancements in the silicon photonic route to quantum
optical computing.

A description of the state of the art of quantum optical computing is outside the scope
of this paper, but it is highlighted that only computing systems using photonic qubits show
some key advantages. For instance, they do not require the cooling which is needed when
using superconducting qubits, and they show lower energy consumption and less sensitivity
to de-coherence. Moreover, this paper aims at addressing the opportunity offered by a
simpler and broader integration of quantum optical networks with optical quantum
computing. This would lead to the development of quantum optical infrastructures (Figure
1). In particular, the term infrastructure as a service (IaaS) indicates all those (digital and
quantum) physical nodes, systems and links used for offering communications, networking,
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storage and computing services. A platform as a service (PaaS) provides developers with a
complete software environment for the development and deployment of higher levels of
services, from simple apps to articulated infrastructure-based services.

Nevertheless, said integration is challenging, and it should be pursued at least at these three
levels:

« Infrastructure architectural integration;

o Management, control and orchestration (abstractions and interfaces) of digital and
quantum resources and services;

e  Optics integration;
o Integrated photonic components and sub-system systems;

o Channels integration;

> Quantum optical vs. classical optical links.

Applications and Services
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Figure 1. Infrastructure integrating quantum optical networks and optical quantum
computing.

Among the different optical technologies, topological photonics is gaining rapidly
growing attention, thus holding a promising opportunity for applications in optical
networking and optical quantum computing.

The next section will provide some definitions and basic concepts on topology and
topological photonics.

3. Topological Photonics and OAM

3.1. Basic Concetps on Topology

In mathematics, topology is concerned with the properties of a geometric object that
are preserved under continuous deformations, such as stretching, twisting, crumpling and
bending, but not tearing or gluing. The classical example is the topological equivalence
between a donut and a coffee cup [21].

Different topologies can be characterized by integers called topological invariants.

Systems having the same topological invariant are topologically equivalent, showing
the same topological phase. A topological phase transition is a process during which the
topological invariant changes. A topological quantum number (also called topological
charge) is any quantity assuming only one of a discrete set of values due to topological
considerations. A topological quantum number is sometimes called a winding number. This
idea will be useful when discussing the encoding of quantum information in topological
photons.
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In general, the concept of topology has been widely adopted in physics and, more
recently, for describing quantum effects and the properties of topological materials [22].

The concept of topological order, in fact, emerged in physics following the discovery of
the Fractional Quantum Hall (FQH) effect in 1982 [23,24]. The FQH effect occurs in two-
dimensional electron systems in a strong magnetic field. The Hall conductance of 2D
electrons precisely shows values at the fractional level. It becomes a property of a collective
state in which electrons bind magnetic flux lines and create quasiparticles, called anyons.

In particular, the FQH effect shows two specific phenomena: (1) fractionalization,
where anyon excitations carry fractional quantum numbers and even fractional statistics,
and (2) topological degeneracy, where the number of degenerate ground states responds
non-trivially to the changing of the topology of the underlying manifold. These properties
are essential components in the development of topological quantum computing, for
example, based on anyons.

Anyons are quasiparticles whose existence has been proposed since the late 1970s, and
they were officially named by Frank Wilczek in early 1980s. Anyons emerge in 2D materials
and braid in significantly different ways than fermions and bosons. If a fermion or a boson
were dragged around another one, the action would not produce any record. Anyons alter
wave functions, so they would create a record. Specifically, this involves inserting a phase
into the wave function. Due to this property, anyons can be used to encode and process
quantum information. Remarkably, their topological behavior provides resilience against
decoherence and robustness to local perturbations.

The idea of encoding quantum information in topologies began with a proposal [25]
about the use of the collective state of interacting spins on a surface. For instance, topological
qubits could be coded not just with FQH states [26] and Majorana zero modes [27,28], but
also with photons. This possible use of photons is not surprising. In fact, the photonic
analogue of the FQH effect in photonic crystals has been described in [29], where the periodic
variation of optical materials mold photons the same way as solids modulating electrons. The
idea was confirmed by Wang et al., who provided realistic material designs [30] and
experimental observations [31].

As the discovery of topological insulators has inspired the topological properties of
interfacial electrons transported without dissipation, similarly, the exploitation of
topological photonics (e.g., with photonic crystals, coupled resonators, metamaterials and
quasicrystals) will allow the creation and manipulation of states of light with innovative
properties.

An overview is provided in the next section, starting from some key characteristics of
photons that allow the encoding quantum information in topological photonic qubits.

3.2. Topological Photonic: Vortex and Qubits

It is known that each mode of the electromagnetic (EM) field can be considered as an
individual quantum degree of freedom. For example, depending on the transmission mode,
the axis of oscillation in electromagnetic transmission may have different orientations to the
direction of transmission.

In a transverse electric (TE) mode, the electrical field is transverse to the direction of
propagation while the magnetic field is normal to it. In a transverse magnetic (TM) mode,
the magnetic field is transverse to the direction of propagation while the electrical field is
normal to it. In a transverse electric and magnetic (TEM) mode, both the electrical field and
the magnetic field (always perpendicular to one another in free space) are transverse to the
direction of travel.

Different sets of modes open the possibility of considering the same quantum state from
different perspectives; a given state can be entangled in one basis and factorized in another
one. Therefore, it is possible, using the techniques of nonlinear optics, to tailor quantum
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fields not only in choosing the modes that participate, but also optimizing their spatial-
temporal shapes.

Moreover, an EM beam can carry spin angular momentum (SAM) as well as orbital
angular momentum (OAM). In general, SAM is associated with circular polarization while
OAM, generally arising in conjunction with the spatial variations of the EM field, is present
in optical vortices and vortex-like configurations (Figure 2).

SAM OAM

Figure 2. Spin angular momentum (SAM) and orbital angular momentum (OAM).

More specifically, the SAM is related to the helicity of an EM beam. For a single photon,
it assumes two values S = + (h/2m7). In fact, polarization enables only two photon spin states.
OAM is related to the spatial helicoidal shape of the wave front. The orbital terms are
generated by the gradient of the phase. For a single photon, it assumes the value L. =1 (h/2mn),
with 1 = o for a plane wave and 1, o for a helicoidal wave front.

OAM is a property associated with optical vortices and vortex-like configurations [32].
In fact, in 1992, Allen et al. [33] reported that OAM can be carried by an EM vortex beam.
Imagine a beam whose amplitude presents a spatial structure showing a ring-like doughnut
profile and phase-front twists in a helical fashion as it propagates. The number of 2t phase
changes in the azimuthal direction is the OAM. Beams with different OAM values can be
orthogonal to each other.

Such beams can be seen as a subset of the Laguerre-Gaussian modes which has two
modal indices: (1) | represents the number of 27 phase shifts in the azimuthal direction and
the size of the rings grown with I, and (2) p + 1 represents the number of concentric amplitude
rings [34].

As a simple example, the generation of light beams carrying OAM can be achieved
through the insertion in the optical path of a phase-modifying device (e.g., a spiral plate or
holograms) which imprints vorticity on the phase distribution of the incident beam. Also,
Pancharatnam-Berry optical elements (PBOEs), acting on the geometric phase, have proven
to be useful for the manipulation of light beams.

The orthogonality of OAM modes (Figure 3) is very important, as it allows multiple
independent optical beams to be multiplexed, transmitted and demultiplexed, all with
minimal inherent crosstalk.
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Figure 3. Orthogonality of orbital angular momentum (OAM) modes.

This is called mode division multiplexing (MDM), which is a subset of space division
multiplexing [35—38]. In an ON, MDM could complement WDM, such that each of many
wavelengths can contain many orthogonal structured beams. This could dramatically
increase data capacity [39].

For instance, [40] provides an overview of OAM-multiplexed communications.

Moreover, innovative implementations of QKD protocols have been developed and
demonstrated[41], bothindiscretevariable(DV-QKD)andcontinuousvariable(CV-
QKD)scenarios[42]. Efforts have been focused, for example, on the design and realization of
polarization-sensitive OAM (de)multiplexers, in order to exploit high-dimensional QKDs
[43].

In general, the development and exploitation of MDM technology would benefit greatly
from advances in devices and subsystems with desirable features, such as low insertion loss,
high amplifier gain, uniform performance for different modes, high modal purity, low modal
coupling and intermodal crosstalk, high efficiency for mode conversion, high dynamic range,
small size, large wavelength range, and the accommodation of high numbers of modes. This
a main focus of ON innovation today.

It would also be possible to individually route, switch or drop optical channels in the
spatial domain by taking advantage of the beam structure and orthogonality among different
OAM modes. This functionality might extend the adoption of OAM beyond static point-to-
point links. Remarkable progress is being made in this direction, making MDM based on
OAM one of the most promising technologies for the future evolution of ONs.

In the previous section, it has been mentioned that topological quantum numbers are
sometimes called winding numbers. The states of the Laguerre-Gauss (LG) mode functions
can be seen to depend on the winding number associated with the angle about the
propagation axis (i.e., the OAM) [44]. The radially symmetric Airy beams, which exhibit
abrupt autofocusing, have also been demonstrated to be capable of carrying OAM in the
optical domain. Since its first observation in optics, the Airy beam has been a subject of great
interest for its self-acceleration, self-healing and non-diffractive properties during optical
manipulation and propagation.
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Although most studies of OAM concentrate on the optical domain, there is also great
interest in exploring the potential applications of OAM in the millimeter wave and THz
domains [45].

The infinite number of orthogonal states of OAM places no limit on the number of bits
that can be carried by a single photon. In fact, the ability to create states with different OAMs
and superpositions of these OAMs allows the realization of qubits, in an N-dimensional
space, with single photons. This is valuable for the development of both analog processing
with light and for quantum optical computing. We are reminded that analog computing can
be used for making mathematical operations (such as spatial differentiation, integration or
convolution) directly using the profile of an impinging EM wave as it propagates through
metamaterials. For instance, two typical approaches are subwavelength structured meta-
screens combined with graded-index waveguides and multilayered slabs designed to achieve
a desired spatial Green’s function.

It was proven in [46] that a single photon with quantum data encoded in its OAM could
be manipulated with simple optical elements to provide any desired quantum computation.
In addition, it has been shown how building any quantum unitary operator based on beam
splitters, phase shifters, holograms and any extraction gate based on quantum interrogation.
In 2001, Zeilinger’s group [47] already used OAM in various applications, such as OAM-
entangled photon pairs and the use of optical vortices or twisted photons.

It was addressed in [48] how a purely photonic implementation of quantum computing
by providing a short overview on how building a large-scale, silicon-photonic quantum
computer has been reduced to the creation of good sources of three-photon entangled states.

4. Quantum Materials

There is evidence of a trend showing that interest in topological photonics is growing quite
rapidly.
A key question remains as to how fast this field may develop over the next 5—10 years.

As mentioned earlier, development and exploitation of this technology would greatly
benefit from advances in devices and subsystems (e.g., processors, transmitters,
(de)multiplexers and receivers).

Surely, this will very much depend on the advances in quantum materials. It is expected
that, in the future, there will be significant advances in the development of new topological
mirrors, phases and invariants [49]. Moreover, in the long term, topological photonics can
evolve towards other bosonic systems like surface plasmons, excitons [50], exciton
polaritons [51], phonons [52] and magnons [53]. This evolution will mainly depend on the
availability of innovation quantum materials, and it will surely have far-reaching techno-
economic implications.

The 2020 Quantum Materials Roadmap review [54] provides a remarkable overview,
including references to the use of artificial intelligence methods.

It should also be mentioned that advances in silicon photonics are creating optical
components and elements with high levels of integration. In comparison with plasmonic
metamaterials, for example, the advantages also stand in low-cost and well-established
nanofabrication techniques. Moreover, silicon nanostructures show simpler integration with
existing photonic architectures and compatibility
with complementary metal—oxide semiconductors (CMOSs) [55,561].

5. Conclusions and Outlook

A first quantum revolution has already brought quantum technologies into our
everyday lives for decades. Chips for computers and smartphones, systems for medical
imaging, LEDs and lasers are all based on technologies exploiting quantum mechanics
principles. Now, a second revolution seems to be underway, leveraging on the three quantum

Journal of Computer Engineering | https://doi.org/10.5281/zenod0.19352913 Page 173



JCE Advancements in Topological Photonics for Enhanced...

principles of superposition, (hyper)entanglement and measurement. It is safe to predict that
a second wave of quantum technologies could potentially have a major impact in many
markets, ranging from telecommunications and ICT to medicine, finance and transportation.
Significant investments are being made worldwide across public and private organizations.

Today, quantum security is quite mature for commercialization and implementation in
actual networks. Of course, quantum repeaters will be required for both long-distance QKD
and distributed quantumcomputing. Concerningquantumcomputing,
oneroadblockismitigatingrandomfluctuations and noise that could occasionally flip or
randomize the state of the qubits during processing.

In general, among the different technological approaches, topological photonics is a
rapidly growing field of innovation. Since the discovery of the quantum Hall effect and
topological insulators in condensed matter, progressive advances in topological photonics
hold great promise for optical networking and quantum computing applications. As a matter
of fact, a future scenario pursuing deeper and deeper integration of optical communications
and quantum optical computing would offer several techno-economic advantages.

In this regard, this paper aims at highlighting that topological photonics using OAM
could be the technology playing this role. For instance, it would be possible to use OAM not
only for optical quantum computing, but also for routing, switching and dropping photonic
channels in the spatial domain. The common element is taking advantage of the beam
structure and orthogonality among different OAM photonic modes.

The development and exploitation of this technology would greatly benefit from
advances in the devices and subsystems (e.g., processors, transmitters, (de)multiplexers and
receivers) based on quantum materials. Applications would be far-reaching and cover a
range of applications, from super-dense coding to teleportation in quantum communications
and quantum optical computation.
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